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SpamAssassin Y2K10 Bug Causes False
Positives Worldwide

A glitch in the most widely-used free Anti-Spam software - SpamAssassin - at the
beginning of 2010 resulted in false positives and rejection of legitimate mail.
SpamAssassin is widely used by XxSPs, organizations, universities, and also vendors

who integrate it into their own detection engines.
==
- \v#

Fach rule within SpamAssassin’s engine

searches for specific characteristics within an The Apache SpamAssassin Project

The Powerful £1 Open-Source Spam Filter

email and provides a score. The combined
scores provide a spam probability rating. The
bug was caused by a specific rule which
checked to see if a message was sent from
the future, which could be an indicator of a
compromised  computer.  The  buggy
parameter in the rule, clearly created many
years ago, stated that messages from 2010
were “from the far future,” inappropriately
adding an additional 3.2 points to each

SpamAssassin

SpomAssassin Mome  [oms | Neys Wiki Download  FAQ Docs Lists Tests Dugs Credits

2010-01-01: Y2K10 Rule Bug - Update Your Rules Now!

Versions of the FH_DATE PAST 20XX rule released with versions of Apache Spaméssassin 3.2.0 thru 3.2.5 will
trigger on most mail with a Date header that includes the year 2010 or later. The rule will add a score of up to 3.6
towards the spam dlassification of all email. You should take corective action immediately; there are two easy
ways to correct the problem:

# If your system Is configured to use sa-update run sa-update now. An update is available that will comect
the rule, Mo further action is necessary (other than restarting spamd or any service that uses SpamAssassin
directly).

+ Add "score FH_DATE_PAST_20XX 0" without the quotes to the end of your local.cf file to disable the rule.

If you require help updating your rules to correct this Issue you are encouraged to ask for assistance on the Apache
SpamAssassin Users' list, Users' mafling lst info is here.

On behalf of the Apache SpamAssassin project 1 apologize for this error and the grief it may have caused you.

message,  significantly  increasing  the i
message combined score, and thus raising DRRCH; T
the false positive ratio by as much as 20%.

VP, Apache SpamAssassin
Source: Commtouch

The contributors fixed the problem at noon on January 1, 2010 but administrators

were required to perform updates in order for the fix to take effect. The fix

updated the rule to give mail received after 2020 the additional 3.2 points.

Analyzing Spam Templates

Spammers and phishers continued to show creativity throughout the quarter in
their attempts to create emails that lure recipients into clicking on the embedded
links. The quarter also saw publication of new research into methods for
determining the spam or phishing templates used.

Spam template research

An article in the January issue of 7he New Scientist published in January, entitled
“To beat spam, turn its own weapons against it,” describes the work done by a
team of academics to find a more effective way to filter spam. The team, from
ICSI Berkeley and UC San Diego, has come up with a way of analyzing the spam
email messages sent by a 'captured' zombie PC. After watching the zombie’s
spam outpourings for about 10 minutes, they managed to reconstruct the
underlying template used to create the numerous variations of a particular spam
message. This allowed them to successfully instruct spam filters to watch out for
messages that match the template.

Page 1

www.altn.com www.commtouch.com


http://www.altn.com
http://www.altn.com

Q1 2010 Internet Threats Trend Report

A similar pattern identification concept is part of Commtouch’s patented Recurrent
Pattern Detection process. The particular approach proposed by the academics

would require several improvements that already exist in the Commtouch
solution:

The 10 minute period to derive the template would in practice allow a botnet
to deliver millions of spam messages before detection - detection is required
within seconds.

Analysis of a few zombies would not be enough. A widely distributed system
of millions of nodes all around the Internet is required in order to quickly
capture sufficient breadth of data, all of which would need to be efficiently
and quickly processed to create spam signatures for filters to match against.
This would also resolve the issue of templates that change very frequently.

Better phishing templates target Blogger/Google users

In February a phishing attack directed at Blogger and Google users was based on a
template which used two techniques that effectively downplayed the “phishy”
nature of the email. The received emails cloned the following sample:

2.

From: Blogger [sccountupdate rrxeply Ggooghe. com]
To: -

Cc

Subject: Your Blogger account

Dear Blogger account owner,
To update vour Blogger account please click the following link:

Thank vou for using Blogger.

This is a post-only mailing Replies to this message are not monitored or answered

The very bare text style is similar to the kind of email that a reputable service
would actually use. Phishing-aware services such as PayPal, Facebook, and
Blogger tend to use text-only emails with no links or images when contacting
account owners - since anti-spam engines may remove hyperlinks and
images on received messages. This is a real message recently received from
PayPal (note that it contains only text and no images):

fram  gervice@intl.paypal.com <scrvice@intl paypal com
! .

Sun, Sep 27, 2009 at 11:25 AM

Your credit card information has been changed
intl. paypal.com

by intl paypal com

On Sep 27, 2009, the cradit card anding in was ramaved from your PayPal aceount

Thanks.

PayPal

htrpefwewew blogger comupdate VE phpfservice=bloggerfe=162458405T70943076986 286034675773 &remail=

Sent: 02:16 23/02/2010 &

Source: Commtouch

hide details 927/09 | 4y Reply | ¥

You are recenang this email notthcation because this email address 15 listed as the admimistrative contact email for your PayFal

account

Flease do not reply to this email  This mailbox 15 not monitored and you will not recene a respanse For assistance, log in to your

PayPal aceaunt and click the Help link in the top right comer of any PayPal page

The link is “fully displayed”. Phishing-aware users have learned to mouse-
over underlined text (“click here”) or simple domain names in order to see

Source: Commtouch
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the full URL. The “exposed” complex URL in the phishing email above gives
the impression that mousing-over is unnecessary. The link naturally hides
one of many URLs that look something like:

blogger.com.erdca.or.kr/update,/VE phpc=9883246018300591978521084101021546
4375email=user@place.coméservice=blogger

Clicking on the link reached a reasonably well-copied Blogger/Google password
entry page. Unsuspecting users entering their correct account data would have
compromised their Blogger or Gmail accounts. See page 5 for Commtouch’s
analysis of spam emanating from compromised Gmail accounts.

8 Blogger

Sign 10 Brogger wed your
Co gl Account
Blogger e e
Emat roger cremame
Pasontss

— B Blogger

P | etp | Tievw of Service | Privay | Castont Puticy | Copyeigh . o~ | ' g : Gongle Account

N | e (2

Phishing Blogger

Dont have & Googhe Account?

Real Blogger S e

e | theia | Devms. ol Service | Frbvscy | Contest Pulicy

The “curious recipient” template source: Commioueh
A more spartan template was employed in another outbreak that took place in

February. The emails (samples below) have no subject (other than RE: or FW:), no

text telling recipients why they should click on the link, no URLs hidden behind on-

screen hyperlinks, and no images. It would seem that the social engineering

concept relies on curious users who will click on the link “because it's there.” In

this case the links lead to sites requiring “the latest version of Macromedia Flash

Player.” Simply visiting the site or installing the “update” starts a process of

compromising the recipient’s computer, making it part of a botnet.

Thayer1966 [Thayer1966 Add contact
: & |
http://incognito.yyeb.nekr/archive0714/7id= |
|

Jeff Add contact
To: 4722¢292.7030306@

RE: FW:

http://anonymousfiles.yyek.ne kr/archive0714/?id=4722c292.7030306 @

Source: Commtouch
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CNN redirect exploited by scammers

A spam outbreak at the beginning of March featured familiar promises of work-
from-home riches. The subjects were typically bold and the emails featured short
one-liners and single links offering more information.

Kap Add contact

suga

FW: Internet's #1 rated work-at-home free!

The Shocking Story Of How | Went From Rags To Riches Aimost Overnight!

| defintlely dont want 10 work for anyone

Sam Add contact

sifo

RE: It's insanely profitable, hardly anyone knows about it

Making more money than | expected
nterners #1 rated work-at-home opportunity

KRemams @ Add contact

joe.

FW: FW: Do you have 60 free minutes?

Great News: You Can Try It CARE-FREE For 365 Days!

Make monay trom home of your monay back

. u . ” Source: Commtouch
The links lead to a “career digest” as shown below.

Rty s St CAREER DIGEST "f‘::ﬁ“‘.‘.ﬁ iy 9

Computer..

College Drop-Out Shares How She Makes Over $9,000/mo

How To Beal The
Recession: Wuik At Home
Google hails out US tax

payers with $37/hour jobs
mw@AoL - ON R D g ==

Are online jobs the next big thing? For Sarah 1 Make $5000 A Month
Wilmington and thonsands of others thay sure BOStNG Linke Oniing
After Getting Mired | Found
Allome Job Making $5k
AMonth!

Read More >>

are. 3arah, a college drop-out is thriving in the
middle of an economic recession working in the
comfort of her own home.

Work At Home $87/ Hour
Easy Work From Home
System. Rigk Free

There i¢ 3 huge boom i Fror her website: "Google pays me about $27 for

jobs happening on the SN0 " . |
st oany Tacpls s “oVeTY link I post and I get paid every week! My

making as much as 3502 current income is around $9,075 a month."
day working unling from
home on their computer.  Sarah's story is one we hear all too often these
days; she lost her job as an office assistant because

the firm had to close and then weeks later her husbond got laid off too

Read More >>

I'm Rich You're Not...

| Made Tons Of Cash
Online... Pretty Casy.

Source: Commtouch

The links in the email exploit the redirect functionality supported by CNN's ad
servers. The links are structured as follows:

http://ads.con.com,/event.ng/Type=clickGRedirect=http./bit. ly,/cP--XW

Clicking on the link sends a request to CNN which instructs the browser to send a
second request to the redirect URL - in this case the shortened Atip:/bitly/cP—
XW. The host site would not be aware of the misuse - the spammer is simply
abusing legitimate ad-serving functionality.
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This technique provides several advantages to the spammer:

1. The URL from cnn.com might give the impression that there was a genuine
CNN-worthy story to be found

2. The reputable site name would allay fears of anything malicious lurking at the
end of the click

3. Most URL filtering solutions would not block the initial request to cnn.com
(although reputable solutions would have been updated in real time about
the follow on link which would be blocked)

In addition, the shortened bit.ly URL further obfuscates the final destination (the
newspaper shown above). All 24 links on the page point users in the direction of
a recognized “Auction Listing Agent” scam. Since the outbreak began the links’
destination alternated (depending on the day and week) to a download page for a
toolbar which is advertised as avatar creation software, but includes a search tool
which is generally regarded as spyware.

Proposed code of conduct targets
zombies

The Australian and ZDNet both reported this quarter about a new initiative of the
Internet Industry Association (I1A)- whose members include major internet service
providers Optus, Telstra, Vodafone, AAPT, Virgin and Hutchison 3G, as well as
industry giants Facebook, Google and Microsoft - to prepare a new industry code
of conduct that will come into force this year.

The code will require service providers to deal with zombie computers within their
networks that are responsible for outgoing spam, virus and phishing attacks.
Service providers will have to identify and then notify the users of compromised
computers. They could also place the users in a quarantined or walled garden
status until the malware is removed from their PCs.

The code is being pushed by the Australian federal Department of Broadband,
Communications and the Digital Economy. The department has told a
parliamentary inquiry into cyber-crime that the voluntary code is faster than
introducing legislation.

"We've always said that if this does not work then government will have to
consider firmer options" said Keith Besgrove, the first assistant secretary of the
digital economy services division. "This is damn dangerous and we've got to do
something about it."
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Spam Trends

Spam levels averaged 83% of all email traffic throughout the quarter, peaking at
nearly 92% near the end of March and bottoming out at 75% at the start of the
year. Assuming worldwide email traffic of around 220 billion emails per day this
would equate to an average of around 183 billion spam messages per day.

& ne o Ao

S o 7 > A & ¥ D o

NOTE: Reported global spam levels are based on Internet email traffic as source: Commiouch

measured from unfiltered data streams, not including internal corporate traffic.
Therefore global spam levels will differ from the quantities reaching end user
inboxes, due to several possible layers of filtering.

Spam from gmail.com?

As part of Commtouch’s analysis of spam trends
Commtouch Labs monitors the domains that are Top 10 Spam-Sending Domains
used by spammers in the “from” field of the Gath Sourse: Conrilaiioh Salswars i Lab
spam emails.  Naturally the addresses are o

typically faked in order to fool anti-spam systems
and to give the impression of a reputable,

5%

. . . = gmail.com
genuine source. Occasionally spammers will use “ ® yahoo.com
. ®  hotmail.com
a company name, for example, UPS - particularly v o
when sending malware disquised as “UPS ™ - s
delivery information” (see Malware Trends on % ribstrimmed.com
. . 2% yahoogroups.com
page 10). The domain that is most often faked adaptedalcoh.com

jmcastle.com

however is gmail.com.

This quarter Commtouch Labs asked the question ) IIIIII

- How much spam from gmail.com actually
emanates from real Gmail accounts and how
much is faked. The analysis was based on the following methodology:

#
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1. Get a list of the IP addresses authorized to send mail from gmail.com (using
SPF)

2. Examine the from fields for gmail.com senders as well as the actual source IP
addresses from a representative sample of Q1 traffic

3. Divide the emails into those actually sent from Gmail accounts (which match
the IP addresses from step 1) and the remainder from faked Gmail senders

4. Divide these emails into legitimate and spam

5. Compare the percentage of spam coming from the genuine and faked
accounts

The results for all emails in the analysis period from gmail.com are presented

below.

e 9% of genuine Gmail senders 59%
e 0 of fake Gmail senders 41%
e 0 of emails classified as spam 42%
e % of spam emails sent by genuine Gmail accounts 1%

As shown, 1% of spam “from” gmail.com is actually from gmail.com. This small
percentage is likely to represent a mix of spammers and compromised Gmail
accounts.  On page 2 of this report we describe a phishing outbreak aimed at
obtaining the credentials of Gmail users.

Spam Topics

Pharmacy spam remained in the top spot with 81% of all spam messages; slightly
increased from last quarter. Replicas remained in the #2 spot, with 5.4%.

Pharmacy, 81%

Replica, 5.40%

Enhancers,
2.30%

Phishing, 2.30%

Degrees, 1.30%

Casino, 1%

Weight Loss,
0.40%

Source: Commtouch
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Compromised Web Sites

During the first quarter of 2010, Commtouch analyzed which categories of Web
sites were most likely to be compromised with malware or phishing. As expected
and in line with the last several quarters, pornographic and sexually explicit sites
ranked highest in the categories infected with malware.

On the list of Web categories likely to be hosting hidden phishing pages, sites
related to sex education ranked highest. These are followed by socially oriented
sites such as games, chat and social networking which are easier targets for
posting hidden phishing pages.

Categories infected with Malware Categories infected with phishing
Rank Category Rank ‘ Category
1 Pornography/Sexually Explicit 1 Sex Education
2 Business 2 Games
3 Computers & Technology 3 Chat
4 Forums & Newsgroups 4 Social Networking
5 Education 5 Health & Medicine
6 Health & Medicine 6 Personal sites
7 Transportation 7 Education
8 Travel 8 Real Estate
9 Streaming Media & Downloads 9 Computers & Technology
10 Finance 10 Business

Source: Commtouch

The sites infected with phishing are generally not changed in any obvious way.
The phishing page is added by a hacker and the link to the page is then inserted
into phishing emails. A PayPal phishing link might look like this:

http.//infected-site.com,paypal.com/ ndex.php
Phishers gain several advantages from this ploy:

e The legitimate site name lends legitimacy to the link
e The phishing page is hosted for free
e It usually takes several days or more to detect and remove the page

Page 8
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Web 2.0 Trends

In an analysis of nine of the most popular user generated content sites,
entertainment continued to be the most popular blog or page topic, covering 13%
of the generated content. Following closely behind were shopping (12%)
streaming media and downloads (10%), computers and technology (7%) and
pornography and sexually explicit content (6%). 4% of blog pages analyzed have
been adopted by spammers as the destinations for their pharmaceutical or replica
campaigns.

Entertainment blogs typically cover television, movies, and music as well as
hosting celebrity fan sites and entertainment news. The streaming media &
downloads category includes blogs with streaming content, such as Internet radio,
Internet TV or MP3 and live or archived media download sites. Examples of these
and other categories are depicted below.

Rank Category

haleyscottage blogspot.com,

1 Entertainment 13% |

2 Shopping 12% 2 M\ i

, | streaming Media & 10% N
Downloads

e

c E)c(nglr:?i%raphy/Sexually 60

6 Arts 5%

7 Spam Sites 4%

8 Education 4%

9 Sports 4%

10 Religion 3% T

11| Health & Medicine 30 EEEE——-

12 Leisure & Recreation 3%

13 Finance 2%

14 | Travel 2%

15 Politics 2%

vetiates

Source: Commtouch
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Malware Trends

The names of the most widely Mal/EncPk-NS
distributed  malwares  during  the Mal/EncPk-MP
quarter are shown in the _figure Mal/EncPk NP TIOJ/F&I\LAM AZK Mal/EncPk-LT

opposite (larger size indicates higher 1/
o FakeAV-BW

The functionality —of the most Malforedoz ¢
distributed malware falls into one or M 1 F 1 A‘ ? B' I y
both of the following categories: a a <e
1. Rogue security software that
deceives or misleads users into Source: Commtouch
paying for the fake or simulated removal of malware
2. Downloader malware that contacts a remote host to

Troj/Bredo-BS

Troj/Bredo-B R

Mal/TibsPk l\

Top 10 Spam Sending Domams

download and install additional malware - most Data source: Commiouch Software Onin

commonly botnet related
The attached files are mostly zipped executables. The most —
common email subjects for the distributed malware relate to . .
mail or courier delivery invoices as well as travel “etickets”. - e
During one of these outbreaks the ups.com domain surpassed " msacncom
gmail.com as the most faked domain used in mass- maboon
distributed emails. This is shown in the graph on the right. a IIIII

&

The Mal/Bredo malware that has featured prominently in the o

last two quarters was distributed in far fewer numbers but

had by far the most variants - totaling 838 for the quarter. The next most variants
were of Mal/ZipMal which was emailed in 446 different varieties.

Detection time of major AV vendors

The table below compares the average detection times (in hours) of leading AV
vendors for all variants of the five leading viruses of the quarter. These figures
were calculated using AV engine detection times as reported by AV-Test.org
compared to the zero-hour detection time of Commtouch. “No detection”
indicates that the AV engine did not release a signature by the time the report
from AV-Test was tallied; however it is possible that the AV engine released a
signature after that time.

Top 5 malware Symantec \ Kaspersky \ Trend Micro Microsoft
Mal /FakeAV-BW
Mal /FakeAV-BT

Mal /EncPk-NP
Mal /EncPk-MP
Mal /EncPk-NS

Average 12. 92 1368 14. 84

Source: Commtouch
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Newly Active Zombies

The lifespan of zombies is very short, and according to Commtouch Labs, the first
quarter saw an average turnover of 305,000 zombies each day that were newly
activated for malicious activity, like sending malware and spam. This number is
slightly lower than the 312,000 of Q4 2009. The graph below shows the newly
active zombies each day throughout the quarter.

600,000
500,000
400,000 -
300,000
200,000 2~
100,000
0
o D » o D ] o D W » D o N
¥ oF o ¥ o ¥ ¥ Q¥ ¥ o < o S
N Nl 3 AV ~r & N7 7 ~Z & NG N P

Source: Commtouch

Zombie Hot Spots
Brazil continued to produce the most zombies but dropped from 20% last quarter
to 14% this quarter.

Indonesia 2% Chile 2% Spain 2% ypited Kingdom 1%
Serbia 2% Italy 2%

Thailand 2% \ |

United States of
America 2%

Saudi Arabia 2%

Brazil 14%

Poland 2%
India 10%

Vietnam 8%
Colombia 2% Ukraine4%  pssian Federation
7%

Argentina 3%

Germany 4%
Source: Commtouch
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Q1 2010 in Review

January February March
CNNredirect
Nearly 500,000 Phishing attack exploited for work-
zombies activated in aimed at Blogger at-home scam
SpamAssasin one day and Gmail users

Y2K10 bug

V9 00O VO OHO OO SO OV ODLH OO DO

Spam template Spam Report about Spam ratio
research ratio proposed service Most spam Mal/FakeAV-BW reaches high
bottoms provider code of emails sent largest malware 0f 920
out at conduct against outbreak
7500 zombies

Top 10 Most Ridiculous Spam Subjects

As a messaging and Web security company, Commtouch sees a fair share of spam
while helping its customers get rid of theirs. Below is a collection of some of the
most amusing spam subjects with a little bit of commentary from Commtouch
Labs.

10. “Our watch will look great even on any loser” // Way to be blunt

9. "Jewelry, watches-the main things that show the man’s significance" // Not
according to the other spam I get

8. "Do your friends make you fat?" // Um..that's a better excuse than the
cookies & the burger | just ate

7. "I want sale you rolex.. do yu want? 27" // Well, when you put it so
eloquently...I'd like...27!

“You dont believe in ghosts” // But | “do” believe in spammers
"Out of my mind" // ...and into our spam folders!
"James bond prefers Swiss watches // We doubt he buys them from you

“Bed fail won't occur” // Don't you hate it when your bed fails?

NoW R o

“Vote for Mccane on our site” // It's a little too late for that
1. "Bash this site" // Don't tempt me..

Follow Commtouch on Twitter at http://www.twitter.com/commtouch for new
silly spam subjects (search for #sillyspam) plus industry news, important company
announcements and more.
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About Commtouch

Commtouch® (NASDAQ: CTCH) provides proven messaging and Web security technology to more

than 130 security companies and service providers for integration into their solutions. Commtouch’s
GlobalView™ and patented Recurrent Pattern Detection™ (RPD™) technologies are founded on a unique
cloud-based approach, and work together in a comprehensive feedback loop to protect effectively in all
languages and formats. Commtouch technology automatically analyzes billions of Internet transactions

in real-time in its global data centers to identify new threats as they are initiated, protecting email
infrastructures and enabling safe, compliant browsing. The company’s expertise in building efficient,
massive-scale security services has resulted in mitigating Internet threats for thousands of organizations
and hundreds of millions of users in 190 countries. Commtouch was founded in 1991, is headquartered in
Netanya, Israel, and has a subsidiary in Sunnyvale, Calif.

About Alt-N Technologies

Alt-N Technologies, a subsidiary of Research in Motion (Nasdaq: RIMM; TSX: RIM), develops affordable
and secure messaging and collaboration solutions designed for, and trusted by, small-to-medium
businesses in over 90 countries and 25 languages worldwide. The company’s flagship solutions, the
MDaemon® Email Server for Windows and the SecurityGateway for Exchange/SMTP Servers, install in
minutes, include the latest email security technologies, and require minimal support and administration to
operate and maintain. The company uses a network of global distributors and resellers for the sales and
support of its products.
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html
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* Note on Malware names used (Page 10): The malware names used may differ from the names used by
the different vendors but the AV-Test data is based on matching checksums.
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